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Can we exploit this difference?
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In contrast to Intel, AMDs Zen microarchitectures have a split execution unit scheduler design
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Our research question: Is that exploitable?



Goal

Attacker Victim

mov (%rsi), %rax

mul %rbx

add $0x8, %rsi

add %rcx, %rax

mov %r8, %rcx

adc $0x0, %rdx

nop
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Two processes or virtual machines, co-located on different hardware threads of the same core



Goal

Attacker Victim

mov (%rsi), %rax

mul %rbx

add $0x8, %rsi

add %rcx, %rax

mov %r8, %rcx

adc $0x0, %rdx

nop
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Attacker does not have architectural access to the victim…



Goal

Attacker Victim

mov (%rsi), %rax

mul %rbx

add $0x8, %rsi

add %rcx, %rax

mov %r8, %rcx

adc $0x0, %rdx

nop
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…but wants to observe when the victim performs multiplications



Goal

Attacker Victim

mov (%rsi), %rax

mul %rbx

add $0x8, %rsi

add %rcx, %rax

mov %r8, %rcx

adc $0x0, %rdx

nop
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Does so using a timing side-channel
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How does the CPU pipeline work: Two instruction streams (due to SMT), instructions are decoded into uops, these are forwarded to the RCU, which forwards them to the schedulers. These decide when to execute a uop, based on whether the execution unit is free and input operands are ready. And: They are shared among hyperthreads and have a limited capacity!
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Not all execution units are equal, in particular: Only ALU1 can do integer multiplications on AMD Zen 2! If we can observe usage of the associated scheduler, then we can observe multiplications.
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Similar on Zen 3: All multiplications go into the same scheduler.





We want to create something like a traffic jam between the RCU and the schedulers



ALQ1
ALQ0/

2/3

retire



Left turn lane is the scheduler queue for ALU1, straightforward lane goes to other ALUs
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Switch the left turn traffic lights to red
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Capacity exceeded, second rdpru has to wait



What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

...

ALQ0/2/3
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Multiplication is about to be enqueued, associated scheduler has a free slot



What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

...

ALQ0/2/3
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Multiplication is enqueued



What if a scheduler queue is full?
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...

ALQ0/2/3
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Multiplication is enqueued



What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

...

ALQ0/2/3
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Subsequent operation is enqueued, too, and therefore can be executed out-of-order



What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

...

ALQ0/2/3
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Subsequent operation is enqueued, too, and therefore can be executed out-of-order



What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

rdpru

...

ALQ0/2/3
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Subsequent operation is enqueued, too, and therefore can be executed out-of-order



What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

rdpru

...

ALQ0/2/3
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No delay, even if multiplications take longer



What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

...

ALQ0/2/3
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Different situation: Multiplication is about to be enqueued, but the associated scheduler queue is full



What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

...

ALQ0/2/3

Pipeline

stall!
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Cannot be enqueued until there is a free slot again



What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

...

ALQ0/2/3

Pipeline

stall!
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Subsequent operations are delayed, because there is no reordering done at this stage



Time Measurements and Out-of-Order Execution

rdtsc / rdpru
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Why did we choose rdpru before? Because we can measure execution times with that and it is more precise on AMD than rdtsc



Time Measurements and Out-of-Order Execution

...

rdtsc / rdpru

mov (%rdi), %rax

rdtsc / rdpru

...
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…surround the code you want to measure with that



Time Measurements and Out-of-Order Execution

...

rdtsc / rdpru

mov (%rdi), %rax

rdtsc / rdpru

...

7 Stefan Gast ønotbobbytables@infosec.exchange



…and be annoyed that out-of-order execution ruins everything



Time Measurements and Out-of-Order Execution

...

rdtsc / rdpru

mov (%rdi), %rax

rdtsc / rdpru

...
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…and be annoyed that out-of-order execution ruins everything
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…and be annoyed that out-of-order execution ruins everything



Time Measurements and Out-of-Order Execution

...

rdtsc / rdpru

mov (%rdi), %rax

rdtsc / rdpru

...
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…and be annoyed that out-of-order execution ruins everything



Time Measurements and Out-of-Order Execution

...

rdtsc / rdpru

mov (%rdi), %rax

rdtsc / rdpru

...
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Usual solution:



Time Measurements and Out-of-Order Execution

...

rdtsc / rdpru

mov (%rdi), %rax

rdtsc / rdpru

...

mfence

mfence

mfence

mfence
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Prevent that with fences or serializing instructions









Let’s code that!

8 Stefan Gast ønotbobbytables@infosec.exchange



Let's write some code!



Let’s code that!

movl $10000, %eax

loop:

subl $1, %eax

jnz loop

drain

queue
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Delay loop to start with an empty multiplication scheduler queue



Let’s code that!

movl $10000, %eax

loop:

subl $1, %eax

jnz loop

drain

queue
imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

# ...

fill

queue

8 Stefan Gast ønotbobbytables@infosec.exchange



Fill queue with dependent multiplications…



Let’s code that!

movl $10000, %eax

loop:

subl $1, %eax

jnz loop

drain

queue

movq $12345678, %r15

cvtsi2sd %r15, %xmm0

sqrtsd %xmm0, %xmm0

sqrtsd %xmm0, %xmm0

sqrtsd %xmm0, %xmm0

cvtsd2si %xmm0, %r15

delay

multipli-

cations

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

# ...

fill

queue
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Normally, they would finish quickly, so delay them by making them depend on some square roots, to maintain the scheduler queue occupancy level for some time



Let’s code that!

movl $1, %ecx

movl $10000, %eax

loop:

subl $1, %eax

jnz loop

drain

queue

movq $12345678, %r15

cvtsi2sd %r15, %xmm0

sqrtsd %xmm0, %xmm0

sqrtsd %xmm0, %xmm0

sqrtsd %xmm0, %xmm0

cvtsd2si %xmm0, %r15

delay

multipli-

cations

rdpru

movl %eax, %ebx

read

time

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

# ...

fill

queue
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Add the first timer read…



Let’s code that!

movl $1, %ecx

movl $10000, %eax

loop:

subl $1, %eax

jnz loop

drain

queue

movq $12345678, %r15

cvtsi2sd %r15, %xmm0

sqrtsd %xmm0, %xmm0

sqrtsd %xmm0, %xmm0

sqrtsd %xmm0, %xmm0

cvtsd2si %xmm0, %r15

delay

multipli-

cations

rdpru

movl %eax, %ebx

read

time

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

imulq $3, %r15

# ...

fill

queue

rdpru

subl %ebx, %eax

read

time
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…and the second, then calculate the difference between them. Second one is executed out-of-order if scheduler queue capacity is not exceeded!



Timing Differences on Zen 2, Zen 3 and Comet Lake
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Does this work? Yes, we see that the second rdpru is indeed delayed on Zen 2 and Zen 3, if we exceed the scheduler queue capacity. Intel has a unfified scheduler, so we do not see that effect there.



Observing Multiplications of the Sibling Thread

Sender Receiver
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Sender and receiver run on different hardware threads on same core



Observing Multiplications of the Sibling Thread

Sender Receiver

forever:

if rdpru(APERF) & 65536 = 0:

15 nops

else:

15 imuls
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Sender transmits an alternating pattern of low and high scheduler queue usage



Observing Multiplications of the Sibling Thread

Sender Receiver

forever:

if rdpru(APERF) & 65536 = 0:

15 nops

else:

15 imuls

while k < max iter:

s[k] = squip()

++k
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Receiver samples as before, records signal over time



Observing Multiplications of the Sibling Thread (Zen 2)
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Signal is very clear on Zen 2, a little noisier on Zen 3



Observing Multiplications of the Sibling Thread (Zen 3)
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NEXT SLIDE COVERT CHANNEL DEMO: This makes it possible to build a covert channel









Covert Channel Evaluation

Scenario CPU Raw Tx Rate Error Rate

Cross-Process
Ryzen 7 3700X (Zen 2) 2.195Mbit s−1 0.71%

Ryzen 7 5800X (Zen 3) 2.700Mbit s−1 0.62%

Cross-VM

Ryzen 7 3700X (Zen 2) 0.873Mbit s−1 3.18%

Ryzen 7 5800X (Zen 3) 0.892Mbit s−1 0.75%

EPYC 7443 (Zen 3) 0.874Mbit s−1 0.96%

Cross-VM (SEV) EPYC 7443 (Zen 3) 0.873Mbit s−1 1.47%

10 000 random messages, each with 32 kbit payload
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Quite fast
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Cross-process: Up to 2.700 Mbit/s



Covert Channel Evaluation

Scenario CPU Raw Tx Rate Error Rate

Cross-Process
Ryzen 7 3700X (Zen 2) 2.195Mbit s−1 0.71%
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Cross-VM: Needed some adaptions (no rdpru instruction, more noise), therefore slower



Covert Channel Evaluation

Scenario CPU Raw Tx Rate Error Rate

Cross-Process
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Cross-VM
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10 000 random messages, each with 32 kbit payload
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We do not exploit the memory subsystem, so SEV does not prevent it



Attacking RSA (Square+Multiply)

S =M d mod n

1 0 1 1 0 0 1 . . .

Result = Result × Result

square
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Now let's attack an RSA signature process: For a zero in the secret key: Only square



Attacking RSA (Square+Multiply)

S =M d mod n

1 0 1 1 0 0 1 . . .

Result = Result × Result × M

square multiply
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For a one in the secret key: Square and Multiply, hence a higher probability that we can observe a multiplication using scheduler contention. Continuously measure scheduler contention while signature process is running, repeat this multiple times, normalize lengths, sum up and smoothen it using a running average



Attacking RSA: Key Recovery
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Each peak in the signal corresponds to a one
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Number of zeros can be calculated from the distance between two peaks
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Number of zeros can be calculated from the distance between two peaks
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Number of zeros can be calculated from the distance between two peaks



Attacking RSA: Evaluation

Scenario Edit Distance Error Rate Recording Time

Cross-Process 4.9 bit 0.12% 41min

Cross-VM 17.8 bit 0.5% 38min

• 10 keys, generated with openssl genrsa

• CPU: AMD Ryzen 7 5800X (Zen 3)

• 50500 traces per key
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We can recover a private key within about 40 minutes



Countermeasures: Hardware
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Unified scheduler for all execution units (like Intel)
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Unified scheduler for all execution units (like Intel)
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Less energy-efficient



Countermeasures: Hardware
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Stricter partitioning of the queues: Each thread can at most use half of the total queue capacity



Countermeasures: Hardware
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Stricter partitioning of the queues: Each thread can at most use half of the total queue capacity



Countermeasures: Software

Core

Thread A Thread B
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Disable SMT: Completely, or selectively (Co-Scheduling)



AMD said: "Use constant-time algorithms", but not everything can be implemented that way
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